
January 11, 2022


Marlene H. Dortch

Secretary

Federal Communications Commission

45 12th Street SW

Washington, DC 20554


Re: Docket No. 21-232 & No. 21-233, Protecting Against National Security Threats 
to the Communications Supply Chain through the Competitive Bidding Program.  

Dear Ms. Dortch, 

IPVM submits this additional comment to inform the Commission of: 


• Hikvision and Dahua's efforts to increase US sales by leveraging arguments made 
before the Commission in order to persuade American businesses that they will not, 
ultimately, be banned from obtaining equipment authorizations;


• A massive promotional campaign of Hikvision by ADI Global ("ADI"), a major 
American surveillance distributor; 


• A suggested compromise regarding the revocation of equipment authorizations.


Reports related to these issues have already been published on IPVM as part of our 
ongoing research into current events and the surveillance industry. 


I. Hikvision, Dahua Use FCC Docket to Enable Further US Sales 

Hikvision and Dahua have recently argued that they do not belong on the FCC's 
covered list. Shortly after filing, both companies leveraged these arguments in widely-
distributed marketing materials to encourage US companies to continue to buy and sell 
their products. This raises questions about whether the companies are engaging with 
the Commission in good faith. 


On November 29, 2021, Hikvision mass-emailed partners and customers regarding its 
November 17, 2021 filing, saying it "details the company's position on why it does not 
belong on the FCC's 'covered list.'" (Figure 1) They "encourage[d]" recipients to review 
the filing, linking to the FCC's ECFS. 


Dahua crafted a similar mass email in December referencing a meeting with FCC 
officials at which "Dahua reiterated that Congress precisely defined the equipment and 
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services that can be placed on the Covered List. These definitions do not encompass 
Internet of Things equipment, such as Dahua's video security cameras and systems…" 
(Figure 2)


The argument that Hikvision and Dahua do not belong on the covered list seems to be 
a moot point, since the FCC is proceeding on companies that Congress selected in 
2018 NDAA Section 889. The Commission is best-equipped to consider the legal 

Figure 1 - Hikvision Mass Email 
Regarding Covered List  

Figure 2 - Dahua Mass Email 
Regarding Covered List



grounds here; we are researchers, not attorneys. However, the Commission should 
consider how disingenuous arguments before the FCC may be used to deceive 
American businesses.


Hikvision and Dahua have a years-long history of making false or misleading marketing 
claims in the US market, of which there are many examples. Given this history, the fact 
that Hikvision and Dahua's recent FCC filings were immediately leveraged in marketing 
materials raises questions about whether it was truly their intention to present a 
legitimate legal argument regarding the Covered List. They clearly intend to sell as 
much product in the US as possible before the final vote. The Commission should 
issue a statement on Dahua and Hikvision's allegations as soon as possible to 
eliminate confusion among Americans buying or selling surveillance. 


II. America's Largest Surveillance Distributor Ramps up Hikvision Promotion 

In recent months, ADI Global ("ADI"), a multi-billion USD NY-based company has 
aggressively promoted Hikvision across the US, and marketed a new line of relabeled 
Dahua cameras. As America's largest surveillance distributor, ADI has enormous 
influence over which products go on to secure US facilities, homes, and businesses. 


Throughout October, November, and December, 2021, ADI held events for Hikvision 
across the United States, including at now fewer than 22 branches and expos. 
Hikvision staff set up booths, product demos, and offered free food for attendees.  1

These events were heavily promoted on LinkedIn by Hikvision staff; screenshots are 
provided in the addendum to this comment. In telecommunications terms, ADI's 
arrangement with Hikvision is comparable to Verizon or AT&T setting up booths for 
Huawei staff in stores nationwide in October, November, and December, 2021.


In 2021, ADI introduced Capture, "an exclusive brand from ADI" that would be available 
at "more than 100 branches."  These cameras are simply Dahua devices that have 2

been relabeled. In our previous comments, as well as in a series of widely-read public 
reports, we have explained how the practice of relabeling cameras deceives buyers 
and regularly results in illegal sales of Hikvision and Dahua products to the US military 
and Federal agencies. 


 https://ipvm.com/reports/hikvision-adi-usa?code=wskdgsd1

 https://ipvm.com/reports/adi-dahua-vuln2



ADI epitomizes the problem of the US surveillance industry's failure to reckon with the 
real national security risks at stake here, and reinforces the need for FCC action. The 
US Congress, various Federal agencies under both Republican and Democrat 
administrations, and of course the FCC, have warned of these risks. Large companies 
like ADI are well-aware of the US government's position; still, they continue to eagerly 
promote Hikvision and Dahua, putting Americans at even greater unnecessary risk.


III. Suggestion for Revoking Authorizations 

Any effort to revoke existing equipment authorizations ought strike a balance between 
national security interests, and the challenges such action will create for US businesses 
and end-users. Here we suggest a rationale for revoking only authorizations filed after 
March 12, 2021, which offers a compromise approach that fairly balances these 
competing interests. 


Purely on a national security or cybersecurity basis, the case for revoking past 
authorizations is strong. Hikvision and Dahua products currently in use pose as much 
of a risk as future products; if anything, the risk is greater, since these products were 
sold at a time when the manufacturers faced less scrutiny. If the Commission believes 
future Hikvision and Dahua equipment authorizations pose a risk, it is only consistent 
to hold the same position regarding past authorizations. 


As a practical matter, revoking all past authorizations may be unwise or even infeasible. 
Millions of Hikvision and Dahua devices are installed in the United States, and such 
action would require a massive national rip and replace effort. It also may be unfair to 
end-users, for whom surveillance systems represent a large investment intended for 
several years of use. 


The Commission can best-serve national security interests by seeking a middle-ground 
between these competing interests. Our suggestion is to revoke authorizations granted 
for applications filed after the FCC first publicly identified the Covered Entities as 
posing "a threat to national security." 


It is our understanding that Hikvision and Dahua have filed a high number of equipment  
authorization applications since March 2021. If these authorizations are allowed to 
remain, the Commission should take note that this will delay the NPRM's goal of 
removing such equipment from American networks by several years. By revoking these 
authorizations, the FCC will reduce the time to eliminating these products from use 
considerably.




We believe this will have a minimal impact on American end-users, since most of these 
products have not yet been widely sold or installed. Moreover, it is a fair position; after 
the FCC made its March 12th announcement, America was on notice that these 
products pose a risk and might not be permitted under the equipment authorization 
program going forward. 


Hikvision and Dahua have argued that authorizations should only be revoked when 
equipment did not comply with FCC rules at the time the application was made. Our 
understanding is that 47 C.F.R. 2.939(a)(1)-(4) also allows the Commission to revoke 
authorizations "Because of conditions coming to the attention of the Commission 
which would warrant it in refusing to grant an original application." We believe that 
such conditions exist. 


Still, there is also a general sense in which Hikvision and Dahua's applications after 
March 12, 2021 did not comply with the mission of the FCC. The FCC deemed these 
products a national security risk, and the FCC has a national security mandate. It 
seems reasonable to revoke these authorizations for not being in compliance with the 
FCC's overarching mission and mandate, even if the applications were properly 
prepared under the explicit rules of the equipment authorization program at the time of 
filing.


Sincerely,


John Honovich

President, IPVM

john@ipvm.com


Conor Healy

Government Director, IPVM

chealy@ipvm.com




Addendum: Hikvision and ADI Promotional Campaign


Orange, CA - October, 2021 







Melbourne, FL - October 2021 







Miami, FL - October 2021 












Spokane, WA - October, 2021 







Tampa, FL - October, 2021







Las Vegas, NV - October 2021 





 



Albuquerque, NM - October, 2021 







Atlanta, GA - October, 2021 


 









Houston, TX







 
Pinemount, FL - October, 2021 







Santa Clara, CA - October, 2021







Owings Mill, MD 







Wilsonville, OR - October 2021 







San Francisco, CA - October 2021







CA - November 2021 







November 2021 







Houston, TX - November 2021







Salt Lake City, UT - November 2021 







Teterboro, NY - November 2021 







Boise, ID - November 2021







Spokane, WA - December 2021 







Islip, NY - December 2021 







Charlotte, NC - December 2021 


 






Greensboro, NC - December 2021 









Las Vegas, Nevada - December 2021 







Greenville, SC - December 2021 







Las Vegas, NV - December 2021 


 



